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New in CARA

February 14,2026

Dark Web Report, Product Explorer, and more.

Dark Web Exposure Report: | rortal release

We have added support to generate a dark web report for any given domain present in the user’s workspace. CARA scans the dark web for
exposed credentials, validates their status via Microsoft Entra ID, and creates a case with the report attached. Users will get the dark web
report without Microsoft Entra ID validation if the integration is disabled.

Create a dark web exposure report for resourceinn.com from 2025-10-01 1o 2025-11-14.

>
Generating Dark Web Report for resourceinn.com.
Dark web monitoring from 2025-10-07 to 2023-11-14 is in progress. This process may take more than a minute.
| have found credentials associated with resourceinn.com exposed on the dark web. Further analysis is underway.
| am validating the status of exposed credentials via Microsoft Entra 1D, Please wait,
Case SRC-5555 has been created with the dark web report attached,
You can view the details here:
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Feature Enhancements on Pre-Prod

CARA now allows users to select a specific domain from their workspace when generating a dark web report. If multiple domains are
selected, the report will be generated for the first domain only. Users can also choose whether Microsoft Entra ID validation is required.

I have successfully retrieved the registered domains under your account, Here are the details:

Domain (1)

Create a darkweb report from 2025-02-01 to 2025-02-15.

Search locs Q

Artifacts

u onic.pk

france.com
greece.com :
technogenics.io

fireeye.com

With Validation & Without Validation =

Initiating Dark Web Scan for ['onic.pk].

Dark web monitoring from 03/11/2025 to 03/02/2026 is in progress. This process may take more than a minute.
I have found credentials associated with onic.pk exposed on the dark web. Further analysis is underway,

I am validating the status of exposed credentials via Microsoft Entra ID, Please wait.

I have created the case SRC-5724 with the dark web report attached.

| have created the case SRC-5724 with the dark web report attached.
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We have added support to generate the dark web report for a given email as well. Please note that users will get the dark web report without
Microsoft Entra ID validation in this case.

Create a darkweb report for tarig2019@namal.edu_pk from 2025-02-01 to 2025-02-15.

Initiating Dark Web Scan for tariq2019@namal.edu.pk.

Dark web monitoring from 01/02/2025 to 15/02/2025 is in progress. This process may take more than a minute.

I have found credentials associated with tariq2019@namal.edu pk exposed on the dark web. Further analysis is underway.
Proceeding with report generation without Microsoft Entra 1D validation

I have created the case SRC-5725 with the dark web report attached,

| have created the case SRC-5725 with the dark web report attached.
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Product Exploration: | rre-prod release

CARA can now assist users in exploring the product directly from its interface, enabling users to ask queries about the product seamlessly.
Please note that the user must first invoke the Product Explorer. CARA currently supports single-action queries only. Expect further
enhancements as we expand CARA’s exploration capabilities in the upcoming release.

Can you please invoke product explorer?
521 PM o
Product Explorer Mode activated. I'm ready to assist with any product-related queries for your system.

r 521 PM

Where can | find the SAML applications?

5:22 PM o

I've pulled together everything you requested. Give it a quick look.
522 PM

The Applications tab allows you to configure and manage SAML-based applications for secure SS0. By SAML
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, users can once and access multiple services without repeated logins.

Fimira 24+ Authantiratian — Annlicatinme

What does the actions stats dashboard provide?

5:22 PM o

| have successfully retrieved the requested information. Here are the details:

+ 5:22 PM

The Acticn stats dashboard pravides insights into how well the system is performing in terms of preventing and detecting threats simulated by strikes.
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Where are the active integrations listed?

5:23 PM
Please find the requested information down below:

+ 5:23 PM

Thee Premium Integrations 190 provides the It of the sdded integrations and the enabled features of each integration. The s1atus of the sdded integention, it veraion, the 2one whene i |2 added, the ennbhed leatures, date, and
time of adding and updating an integration are portrayed on the lisi,
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Tree following opticns are availabbe sgasnet ol sdded iMegrations svailable on the Premium Integrations B
= Exdit : You can edil the deployment cenfligurations and enablesdisable features as needed.

= Disable/Enabde : You can Is le an added i@ requirements,

» Delete : Clicking on this option remowes the inlegration from the bst.

* Help : By clicking this option, you can access and 1he helping I 1 on 1he integration setup for each integraticn.
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Where can | find the active services?

5:23 PM

Well, that wasn't hard. Here's the information you asked for:

+
+ 5:23 PM
The Seniices section provides a summary of applications and platfcems associated with the user's identity, offering visibility into their usage patterns and access activities.
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