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Evolving Cyber Warfare in the US-Israel and
Iran Conflict

Published: April 28, 2026

Executive Summary

Following the February 28, 2026 launch of Operation Epic Fury/Roaring Lion, the cyber battlespace has transitioned from state-led
disruption into a high-velocity, decentralized cyber war. Recent monitoring of cyber activity linked to the US—Israel and Iran
conflict indicates continued escalation in both volume and sophistication, with a notable shift toward hybrid operations
combining proxy hacktivist activity, state-sponsored intrusion, and pseudo-ransomware tactics targeting Israeli, Western, and
Gulf-region organizations.

As the conflict progresses, cyber operations are no longer episodic but are continuously evolving, driven by a combination of state
direction, proxy execution, and opportunistic cyber activity. Defense has shifted from isolated actors to an increasingly
coordinated Electronic Operations Room that operationalizes intelligence across the Middle East, Turkey, and Africa (META)
region with unprecedented speed. StrikeReady continues to provide real-time visibility into emerging threat actors, malware
activity, and evolving campaigns, enabling organizations to proactively align their defensive posture with the latest developments
in this dynamic threat environment.

Threat Landscape Overview

As cyber operations remain the primary theatre of active conflict in the Iran-Israel geopolitical landscape, let’s take a deep dive
into StrikeReady’s latest intelligence and operational capabilities aimed at strengthening organizational security posture.

Iran-aligned threat actors

Threat Actor Details Observed Activity (April 2026)

Handala Hack Aliases: Void Manticore, Banished Kitten, Red Expanded its operations to the UAE, claiming to
destroy 6PB of data across key government
sectors. This technical sabotage was paired with
psychological warfare, including the doxxing of

IDF personnel and U.S. officials to undermine
Recent TTPs: T1485: Data Destruction, T1072: institutional trust.

Software Deployment Tools, T1491.002: External
Defacement, T1078.002: Valid Accounts.

StrikeReady I0C Count: 398

Sandstorm, Storm-0842, Dune, Karma.

Focus: Healthcare, Medical Equipment, and Services
across Middle East (Israel) and North America (US).

MuddyWater Aliases: Boggy Serpens, Mango Sandstorm, Static Shifted towards a "Malware-as-a-Service"

Kitten, Seedworm, Mercury, Earth Vetala, Yellow Nix. ~ (MaaS) model, utilizing commercial or criminal
tools like ChainShell and CastleRAT to gain
stealth and scale. Recent operations include
deploying ZionSiphon malware to target Israeli
water utilities and using LampoRAT for long-
term surveillance while masquerading as
legitimate antivirus processes

Focus: Governments, Financials, Transportation and
Logistics in Middle East (Israel, UAE, Jordan), North
America (US), and Europe (UK, France).

Recent TTPs: T1059.001: PowerShell Command &
Scripting, T1027: Obfuscated Information, T1102.003:
Web Service, T1557: Adversary-in-the-Middle.

StrikeReady 10C Count: 1403



Storm-1811

DieNet

L4663R666HO5T

Hider Nex
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Aliases: UNC4393, Russian Legion, The White Pulse,
Cardinal Cybercrime Group, Russian Partizan.

Focus: Government, Military, and Technology in
Middle East (Israel) and Europe (Ukraine).

Recent TTPs: TAOOO1: Initial Access, T1036:
Masquerading, T1486: Data Encrypted for Impact,
T1562.001: Disable or Modify Tools.

StrikeReady I0C Count: 94

Aliases: DieNet.

Focus: Energy, Telecommunications, and
Transportation in Middle East (Qatar, Egypt, Israel)
and North America (US).

Recent TTPs: TA0O040: Impact, T1491: Defacement,
T1498: Network Denial of Service.

StrikeReady 10C Count: 07

Aliases: 14663r666h05t.

Focus: E-commerce (Magento/Adobe Commerce),
Government, and Legal services worldwide.
Recent TTPs: TA0040: Impact, T1491.001: Internal

Defacement.

StrikeReady 10C Count: 05

Aliases: Tunisian Maskers Cyber Force, hider_nex.
Focus: Government, Financial, Telecommunications,
and Energy in Middle East (Kuwait, Israel, Morocco),
Europe (France), North America (US).

Recent TTPs: TAO040: Impact, TAOO42: Resource
Development, T1498: Network Denial of Service.

Emerging Malware Activity

Malware

ZionSiphon

Details

Aliases: zionsiphon.
Threat Actor: MuddyWater.
Focus: Water Utilities in Middle East (Israel).

Recent TTPs: T1083: File and Directory Discovery,
T1095: Non-Application Layer Protocol, T1497:
Virtualization/Sandbox Evasion, T1071: Application
Layer Protocol.

StrikeReady 10C Count: 01

DY

Pivoted from financially motivated ransomware
to supporting the Russian Legion alliance.
Currently executing Vishing-to-Wiper pipelines
to disrupt emergency response coordination
during regional kinetic strikes.

Specializes in high-volume network disruption.
Recently observed manipulating regional ISP
routing tables to redirect local traffic through
surveillance-ready gateways during ceasefire
negotiations.

Recently executed a mass-automation campaign
impacting over 7,500 domains. While primarily
notoriety-driven, recent activity shows targeted
defacements of Israeli (ISR) government and
commercial sites with anti-Israel and anti-GCC
messaging.

A high-volume hacktivist collective specializing
in a Hack-and-Leak combined with massive
DDoS operations. Recently launched #OpKuwait
successfully disrupting critical government
portals, including the Ministry of Defense and
the Public Authority for Electricity and Water.

Operational Role (Ongoing Conflict)

Performs strict geographic checks and verifies
utility-related software before attempting to
manipulate chlorine dosing and hydraulic
pressure.



ChainShell

LampoRAT
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Aliases: chainshell.
Threat Actor: MuddyWater.

Focus: Government, Defense, and Technology in
Middle East (Israel) and North America (US).

Recent TTPs: T1071.001: Web Protocols,
T1059.001: PowerShell, T1562.001: Disable or
Modify Tools

StrikeReady I0C Count: 10

Aliases: Olalampo, lampo rat.

Threat Actor: MuddyWater.

Focus: Government, Aviation, Telecommunications,

Energy, and Transportation in Asia (Azerbaijan,
Israel)

Recent TTPs: T1071.001: Web Protocols, T1106:
Native API, T1059.003: Windows Command Shell.

StrikeReady 10C Count: 59

Operationalization with StrikeReady

DY

A sophisticated command execution shell
marking a strategic pivot toward Malware-as-a-
Service (MaaS). It utilizes blockchain smart
contracts to dynamically retrieve C2 endpoints,

providing high resilience against takedowns.

Designed for long-term surveillance and covert
access, frequently masquerading as legitimate
antivirus processes (e.g., avp.exe) and abusing
encrypted messaging APIs for Cc2
communication.

StrikeReady Recon provides relevant activity linked to all the active threat actors. It also provides insights into emerging threat
intelligence to help security teams monitor how detection and response technologies are being utilized.

olll
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/ Recon / Threat actors

88 ja) o Jane Doe

Basic Query @  threat_actor IN ("Handala Hack", "Storm-1811", "DieNet", "Hider Nex", "Akatsuki Cyber Team', "Cyber Jihad Movement", | Q © Clear [ save Subscriptions L Exported artifacts reports N Subscribe
"Nasir Security’, 'L4663R666H05T", "Ababil of Minab', "LulzSec Black", "INDOHAXSEC")
Pinned Exploit In the WILD within last 1 Month Zero Day CVE within last 1 Month Patchable CVES within last 1 Month CVE wiith Critical Severity within last 1 Month 5 Saved queries ~
Artifacts Vulnerabilities Malware Ransomware Rules Threat actors News Tools
Name & Description Industry Origin Strikes i
L4663R666H0ST
L4663R666H0S5T is a mass web defacement threat actor that became prominent in late February 2026 during a large-scale automated campaign targeting Magento and IDN =y
Adobe Commerce websites worldwide. The actor is primarily associated with mass-stored content defacement activity and used automated techniques to upload plaintext
TXT marker files into publicly accessible web directories rather than deploying malware or stealing data. Open source intelligence and defacement archives indicate that...
LulzSec Black
LulzSec Black is a hacktivist threat actor that emerged around late 2023 and adopted the historic LulzSec name without any verified connection to the original 2011 group.  banking, higher “ =g
The actor operates primarily through Telegram and public leak channels, using the LulzSec branding to gain attention and perceived credibility. LulzSec Black is mainly education
associated with distributed Denial-of-Service (DoS) attacks, website defacements, and exaggerated breach claims rather than advanced intrusions. Its campaigns have...
INDOHAXSEC
INDOHAXSEC is an emerging Indonesian hacktivist collective identified by Arctic Wolf researchers as part of a broader rise in Southeast Asian hacktivism. The group IDN =9
became more visible in late 2023 and 2024 through coordinated DDoS attacks and website defacements promoted on Telegram and defacement archives. INDOHAXSEC -
primarily targets government portals, public sector organizations, and commercial entities, with a strong focus on Israeli and Western-aligned websites in response to..
Ababil of Minab
Ababil of Minab is a pro-Iranian hacktivist threat actor believed 1o originate from Minab, Iran, and is primarily active in motivated cyber The group IRN =T
is best known for conducting distributed denial of service attacks and website defacements against targets perceived as hostile to Iranian political or religious interests.
Ababil of Minab has mainly targeted Israeli, Western, and Gulf region government and commercial websites, often during periods of heightened geopolitical tension. Its..
Handala Hack
) ) education, social welfare (+5) PSE =2
Handala Hack is a Palestinian group that potentially targets Israel's government and financial sectors.
Storm-1811
Storm-1811 is a financially motivated cybercriminal group known for its involvement in various malicious activities, including deploying Black Basta ransomware. They information technology, 3 =,
have been observed exploiting tools like Quick Assist in social engineering attacks, utilizing techniques such as voice phishing (vishing) to target users and organizations. business
Additionally, Storm-1811 has been known to deploy remote monitoring and management (RMM) tools like ScreenConnect and NetSupport Manager, as well as other...
DieNet software, Online Retail  (+5 =1

Rows perpage 25 w 1-110f11 < >
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Users can navigate to Threat actor page for a detailed overview including its threat association, basic information, associated
threat campaigns, artifacts, and more. StrikeReady has a total of 398 I0Cs associated with Handala Hack demonstrated ahead.
Navigate to StrikeReady Product for more info on threat actors active in Iran-Israel conflict.

Artifacts X
Artifact Type «  StrikeReady Ve.. v Export all artifacts (398) ‘ ‘ Deploy all (398) ‘ ‘ Retire all (398) ‘ \ Create case for loCs (398) | & \ Search Q
[} Artifacts Alerts Strikes Tags TLP =

SHA256 1116acc6508843159e59fb5a8d643370d...
] ) 7 Ao

File type: peexe, File Source:

[
=Y

All17) agent  roadsweep

Domain 5isohu.com

@] Not Okay to deploy ~ M Safelisted Ao =lg] All108 | managed code clientid © Ami
Source: maltrail
Domain link-target.net

[[J  Notokaytodeploy M Safelisted Ao So All15 ) search engines and portals  malicious url ® Ami
Source: Testing Retro Fix
IPV4 64.176.172.165

a Ao So A2 oiland gas  handala hack
Source: Testing Retro Fix
IPv4 64.176.172.101

a Ao =o All46 ) wipers  defence ® mi
Source: Testing Retro Fix
IPv4 64.176.172.235

O Ao =0 All46) wipers ~defence ® aml
Source: Testing Retro Fix
IPV4 64.176.173.77

O Ao = All46 ) wipers  defence ® ami
Source: Testing Retro Fix
IPv4 64.176.169.22

] Ao =o All46) wipers ~defence ® aml
Source: Testing Retro Fix
SHA256 7408d60e9001931526a911b715751137...

— A~ = . - e '

,
Rows perpage 25 w  1-250f398 ¢ >

StrikeReady continues to actively enrich “Iran-Israel-Conflict” tag that help analysts quickly filter all the threat intelligence
associated with the ongoing geopolitical escalation. This query can be subscribed to in Recon to stay protected from new threats.

8 | STRIK=ZR=ADY / Recon / Artifacts 83 o o Jane Doe
Basic | Query @  created_at >= 9w AND tag IN (‘iran-israel-conflict") Q © Clear [l save  Subscriptions [l Exported artifacts reports
o8
8
Pinned :  Exploit In the WILD within last 1 Month Zero Day CVE within last 1 Month Paichable CVES within last 1 Month CVEwiith Critical Severity within last 1 Month ES Saved queries ~
e} )
Artifacts
A —
| Export all artitacts (1060) |
] Aartifacts Alerts Strikes Tags TP Score =
8
__ Domain bootcamptg.org A 65 strikeReady 43 Analyst
O 0 =2 All64 | insurance  japan . .
= Source: threatview CETEEED By 4 CARA
SHA256 11639€40d47 f0adcdsf1731af1563f .. A . 75 strikeReady 85 Analyst
0O 0 =2 AIS0) cove-2024-23113  software @] i
= File type: exepeexe Source: malwarebazaar Ll By 4 CARA
2 SHA256 a2lefadelaaftebl 7af68077fbded b 75 strikeReady Add Score
O Ao =0 A7) malicious iran-israel-conflict @ Amber i
u File type: peexe Source: StrikeReady jelMalicicys)
_ SHA256 a2lefa2delaaf6Gebl 7af68977fbdes be: A 75 strikeReady Add Score
U o =o A7) malicious iran-israel-conflict ® Amber o=
Eb File type: peexe Source: StrikeReady 4 Malicious
i __ IPv4 107.189.19.52 N 75 strikeReady 58 Analyst
o O 0 =1 AI33) saudiarabia  netbird ici
Source: Gheck Point ALLIED BY 4 CARA
@ _ SHA256 aa124a4b4df12b34e74ee7! .. 75 strikeReady 75 Analyst
O Ao = AlS) iran-israel-conflict  asia A Malicious .
Source: Threat Brief Cyber Escalation amid US-Israel & Iran Conflict.pdf By 4% CARA
SHA256 1ab1586975770b7d1ce00315b1312b030a104de6df7c5e92aea4f06383... . 65 StrikeReady 45 Anaiyst
] Ao =1 AI32) saudiarabia  netbird O White OEm D R
File type: peexe Source: Check Point = By 4 CARA
Domain www.360printsol.com N 80 strikeready 47 Analyst
O o So AI20) malicious web sites  national security -
Source: strikeready._research ilaloioys) BY 4 CARA
Domain irandargah.com 65 StrikeReady 39 Analyst
Al29) saudiarabia  road transportation © Suspicious I, -

L+
B
)

Rowsperpage 25 w  1-2501060 ¢ >
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Users can also view details about the relevant vulnerabilities via StrikeReady Recon or Vulnerabilities. The primary objectives of
this section are to provide risk exposure, security hygiene, and risk management.

= | STRIC=R=ADY § ™ / Vulnerabilities / CVE-2024-4577 <3 ‘ 0 @ Janenoe
CVE 20244577 [createcase 1@ | | ® View recon nsight |
o= . P
=0 Vulnerability CVE-2024-4577 found in PHP
R CWE: CWE-78 Exploitable  ITW CVSSv3.0: 9.8 = Critical
— Source : ~ CrowdStrike Falcon Spotlight Last seen: 08/26/2025 05:35 AM Age : 407 days Strikes - = 1 ‘ State : Closed
- Remediation Affected software Linked assets Associated threats
o v Remediation CVE-2024-4577 details 1
& EPSS ® 11/08/2025 05:00 AM
v Mitigation
= ) ) Score 94.37%
D Title Source Severity CVEs Updated at Faeryiln 99.96 %
] SR-8863559 Update PHP PHP “» CrowdStrike Falcon ... —Unknown @ 4 08/04/2025 12:13 PM
o SR-8863551 Update PHP PHP “~ CrowdStrike Falcon ... —Unknown @ 12 10/05/2025 02:31 PM KEV © Added
~
Rowsperpage 10 w 1-20f2 < »
Added date 06/12/2024 05:00 AM
& Due date 07/03/2024 05:00 AM
> Patches @ Patches not found. Check your integrations
53
_ Open in
olln
Vv Affected software
@ -
Affected software in organization Others Description
In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3.*
before 8.3.8, when using Apache and PHP-CGI on Windows, if the
Software Vendor Current version ® Patch system is set up to use certain code pages, Window ...Show more
fedora fedoraproject 39 - Risk Information
o fedora fedoraproject 40 -

~ CVSSv3.0: 9.8 A Critical

StrikeReady enables organizations to operationalize external intelligence feeds through an automated Threat Advisory
Deployment via Email Ingestion to streamline their workflow. If configured, extracted artifacts can be automatically enriched,
deployed or retired across integrated security controls. Each ingestion creates a case and notifies users in real-time.

Creating email ingestion box
Select ingestion action for email ingestion box

Add to threat model Add

Ingest selected threat or query feed threat into the threat model, enhancing the environment's overall security posture through proactive awareness of relevant threats.

Deployment operationalization Add

Enable deployment of artifacts from selected threat or query feeds with automatic enrichment, allowlist verification, and synchronization to the TAXII server's collection for any new associated
artifacts.

Retirement operationalization Add

Operationalize artifacts retirement of selected threat or query feed, including enrichment, whitelisting lookup, and TAXIl server sync-to-collection for any new associated artifacts

Retro-lookup operationalization Add

Perform retro-lockup of artifacts from selected threat or query feeds, including enrichment, allowlist verification, and synchronization with the TAXII server's collection for any new associated
artifacts.
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StrikeReady Analysis Engine Tool provides analysis for suspicious files, domains, IPs, or URLs. Users can view details of all
extracted artifacts and may Analyze, Simulate, Export, Deploy, Retire, or View associated artifacts of any selected artifact:

Initiating analysis x

() single artifact (O Multi-artifacts from text (@ Multi-artifacts from URL () Multi-artifacts from File

Multi-artifacts from URL

Add url source to extract artifacts 10 analyze.

& hnps:jfoutpost24 log/hacki y ions-iran-israel,

Tags (Optional)

Add User Tags...

Extract domains &

Analyze

-~
o 117 O v simsse | [sasiones | [ sgsnains
israelnews.co.il openinnew e
(+hda)
Status : N/A Registrar : N/A
Registrar location : N/A Domain Rank: N/A Are you targeted? A 0 - StrikeReady 10 Anslyst
Fret 1d et Sh Areyou atrisk? S0 .
irst seen: 17 days ago astseen: Shoursago £ NotFound By 4 CARA  Alerts A Cases @0 Sources @1
< CARAAnalysis  Threatassociaion  WHOIS  SSLcertificate  Targeted geography and sectors campaigns Mitigation rules  Reference  Comments >
Analysis engine reports
v 4 CARAanalysis Re-analyze
| The current security analysis of the Dom: eals by a significant Analyst Score: 10, which Search analysis engine. Q
unequivocally indicates a high probabilty of maicious mlem ‘ot cam prom\se en thougha Verbe: Not oumdoess vemea by automated threat intelligence
ighiights the lysis in threats. The seen: 2026-04-07 and Last seen
20260424, ~ e ts immediats Its underl, t0 IP Address: 185.56.73.55,
an endpoint further Certificate Total 13
Authority: Let's Encrypt is a common and \egll\male lesuer, the cerllﬁcz|es Not after: 2026-07-06 date points 1o a relatively short validity period, a characteristic
frequently observed i eral 1 (C2) Malware: or
the elevated analyst score strongly suggests a severe underlying threat that could
bypass conventional defenses. Consequently, G Risk.High, with a potential mpact Severs on argamzauonal security posture, data inegity and OPSWAT
operational continuity f this domain is accesse P 3 iated 1P, are
ly to prevent potential exp d g y DetectedBy: 0 | Religion:News and Media
. 04/24/2026 704 PM o
> Threatassociation

> WHoIS > virusTotal

Detection Ratio: 0 /94
> SSLcertificate

04/24/2026 704 PM o>
> Targeted geography and sectors ~ © Mo data found

£, pisposableDomains

> Associated threat campaigns ~ ® Mo data found Disposatle False
04/24/2026 704 PM <>
> Infrastructure
> Mitigationrules ~ © No data found ) DNSResolver
Resolving IPs  185.56.73.55 | Host Neme  isracinews.coil
> Reference  © Nodatafound

04/24/2026 704 PM o>

StrikeReady Assessment enables organizations to continuously monitor their security posture with its Stats Dashboard, Strikes,
and Plan Execution workflows. It helps understand the effectiveness of your organization’s security measures and identify areas
that may need attention.
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/ Assessments / Strikes 2 Q @ Jmenoe
Basic | Query &  Strike GreationDate = 9w Q © Clear [ save
%
Pinned:  StrikeReady Newly added Not executed ES Saved queries ~

@ StikeReady ~ Custom  Drafts
A SMWA4626 - BRUSHWORM and STA4628 - North Korean UAT10027 Deploys STA4627 - Transparent Tribe Deploys STA4356 - Russian Actor Noname057 STA4619 - Chinese threat actor CLUNK ¢ §

BRUSHLOGGER Target Financial Institutions... Dohdoor Backdoor Targeting United States LuminousCookies Against Government... Launches Bobik DDoS Surge 1068 Expands Operations Against Globa...
0] @ Networkstrike 45 @ Networkstrike 80 @ Network strike 71 @ Network strike 45 @ Network strike 80

o ~ Medium severity 7 ~ High severity o ~ High severity o ~ High severity e ~ High severity
o

@ Attack type & Malware family @ Attack type & Malware family @ Attack type & Malware family @ Attack type & Malware family @ Attack type & Malware family
Financial Gain BRUSHLOGGER State-Sponsored Dondoor State-Sponsored LuminousCookies State-Sponsored Bobik State-Sponsored Xnote
Category Category A Threat actor Category A Threat actor B3 category A Threat actor Category A Threat actor
Trojan Trojan UAT-10027 Trojan Transparent Trie Botnet NoNameDs7 Trojan CL-UNK-1068

=]
[y ® created at © created at @ created at © created at @ created at
- 04/14/2026 04/14/2026 04/14/2026 04/14/2026 04/07/2026
{u + Add tolist Strike now + Add to list Strike now + Add to list Strike now + Add to list Strike now + Add to list Strike now
B

STA4623 - DangerousPassword - STA4618 - Mustang Panda Deploys PlugX STA4616 - Chinese Silver Dragon Targets STA4617 - Indian SloppyLemming - 'STA4622 - Iranian MuddyWater APT Targets
" Compromised NPM Axios Delivering... Amid Middle East Conflict Windows With GearDoor Backdoor Leveraging BurrowShell Against.. Mutiple Industries Globally
ol

@ Networistrike 54 @ networkcstrike 69 @ Network strike 80 @ Network stiike 80 ® Network strike 80
® o ~ High severity o ~ High severity B ~ High severity B ~ High severity B ~ High severity

@ Attack type

& Malware family
Financial Gain SILKBELL

B catecory 4 Threatactor

Trojan DangerousPassword

@ created at
04/07/2026

+ Addtolist  Strike now

@ Attack type & Malware family
State-Sponsored PlugX
A Threat actor

Category
Trojan Mustang Panda

© created at
04/07/2026

+ Addtolist  Strike now

@ Attack type

& Malware family
State-Sponsored i

sliverScreen

Category A Threat actor
Trojan Silver Dragon

@ crested at
04/03/2026

+ Addtolist  Strike now

@ Attack type

& Malware family
State-Sponsored urrowShell

Category & Threat actor

Tojan SloppyLemming

@ created at
03/30/2026

+ Addtolist  Strike now

@ Attack type

& Malware family
State-Sponsored Dindoor

Category A Threat actor
Tojan MuddyWater

@ created at
03/17/2026
+ Addtolist  Strike now

Rowsperpage 20 w  1-200f35 <
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StrikeReady’s CARA, Cyber Al Response Analyst, can inform you about the relevant threat actors, recent strikes, exploited
vulnerabilities, or IOCs and advise the best course of action with real-time actionable insights to improve your response time.

]

® Q b

[

N
~
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[al

DieNet is an emerging hacktivist group that launched in March 2025, primarily known for its ideologically-driven Distributed Denial of Service (DDoS) attacks against critical
infrastructure and government entities. The group, which aligns with pro-Palestinian and anti-Western sentiments, also claims website defacements and data breaches,
though some of its claims, including the use of 'Locknet’ ransomware, remain unverified. DieNet leverages DDoS-as-a-service infrastructure and has established alliances

with other hacktivist groups to amplify its operations and political messages.

7:22PM

The relevant information has been retrieved as per your request. You can find it below. Handala Hack is a pro-Palestinian hacktivist persona linked to Iran's Ministry of

Cyber Al Response Analyst

Tell me about DieNet.

8 jal ° Jane Doe

Information x
®

> Handala Hack

v PROPERTIES

Origin Country the State of Palestine
Last Updated 2026-03-14T07:30Z
v Aliases

DUNE Handala Hack

Handala Hack.

v Target

Intelligence and Security and is widely assessed as the most prominent Iranian aligned cyber persona operating under the state backed threat actor DUNE, also known as

Void Manticore, Red Sandstorm, and Banished Kitten. The group conducts politically motivated intrusions blending data exfiltration, destructive wiping, and hack and leak

operations targeting Israeli political defense and civilian sectors and Western-linked organizations. The persona claimed responsibility for one of the most disruptive

incidents in 2026 involving the wiping of more than 200000 systems at medical technology giant Stryker, which caused global outages across its Microsoft environment

and highlighted its expanding focus on US enterprises. Handala has also been linked to compromises of an Israeli energy exploration company and Jordan's fuel systems

and has threatened Israeli civilian healthcare to create domestic pressure before active conflict. In its operations, the group relies heavily on manual hands on activity using

off-the-shelf wipers, publicly available offensive tools, commercial VPN services, and methods such as NetBird tunneling and an Al-assisted PowerShell wiping script. As

one of Void Manticore’s main personas alongside Karma and Homeland Justice, Handala maintains overlapping TTPs and code similarities across campaigns, and its

activity reflects broader Iranian geopolitical objectives and coordinated intelligence operations across multiple fronts.

7:22PM

Ask what it is. Ask about country of origin. Ask what techniques do they use.

Beta Model - Type or ask me something

Countries

State of Israel

Hashemite Kingdom of Jordan
Republic of Albania

United States of America

United Arab Emirates

Vv Industries

Healthcare

Telecommunications

Education

>

Government Public
Private Energy
Media Military

CARA’s Blog Analysis automatically extracts from a given blog or URL, enabling users to quickly perform actions such as Check
reputation, Risk Identification, Deployment, and more on the extracted artifacts.

oo
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o

Beta Model -

I have successfully extracted artifacts from https://gbhackers.com/zionsiphon-malware/. Here are the details:

pare

FiePath  IPve(1)  registykeypath
Search locs

[]  artifacte

25200

[ 2ss2s5285

] z2iseo0

O 2msezssass

O 7600

[] 79191255355

Processing your request to check reputation. Navigate to Operations tab on the workbench for results

or ask me something

Cyber Al Response Analyst

“

Exiract artifacts from https://gbhackers.com/zionsiphon-malware?.

Check Reputation
Risk Identification
View SSL Certificates
Resolved Domains
Deploy

Unblock

View Timeline

View Deployments

View Sources

Check reputation 2.52.0.0

8 ja

@ Jenenoe
20 )

status offline

Malware Family

3 0

Associated URLS Linked Files

@ 4/24/2026 210 PM
AbuselPDB  © No Verdict

Artifact 2.52.0.01is reported 0 times, has Abused
confidence: 0 and 0 distinct_users

@ wzy2026710PM [
AlienVault OTX  © No Verdict

No Verdict Provided for i0c2.52.0.0, this ioc has
following open portsNone

© #/24/2026 710 PM ]
HoneyDB @ No Verdict

The ANS number for this Artifact is 12400 and its
organization is partner-as, il

@ 4/24/2026 710 FM -]

Intel 471 @ No Verdict
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Users can also operationalize the extracted artifacts via Enrichment and Reputation Lookup & Deployment and Retirement
Configurations demonstrated ahead:

Deploy now x

@ single anifact deployment does not validate with no process list. ‘
Enrichment and Reputation lookup
Analysis Engine Reputation Lookup Reputation Lookup Enabled @O
Enabling Analysis Engine Reputation Lookup will assign verdicts to the feed artfacts from the StrikeReady analysis
eeeeeee
Daily Reputation lookup === 95 /2000 Artifacts
Premium Reputation Lookup Premium Reputation Lookup Enabled @0
Enabling Premium Reputation Lockup will assign verdicts ta the feed anifacts from available premium integrations for
reputation laokup.

and

Conditional deployment Enabled conditional deployment @0
Deploy only O octkean B 2 Malicious [0  © suspicious [] @ Undecided [J @ Notanalyzed

Deployment action

Deploy only to the integrations where the selected execution mode is: Blocking ~

Deployment and Retirement settings

Hierarchy by:  Integration - = Collapse All
> @ - 10CBlockList
> @ @& Microsoft Exchange Online
> @ = CloudFlare

~ @ @ Trend Micro Apex Central

e -

Mitigation & Remediation

« Enforce phishing-resistant MFA (FIDO2 where possible) across email, VPN, and cloud services.

« Establish strict verification protocols for internal IT support requests and restrict the use of remote assistance tools like Quick
Assist and AnyDesk to counter vishing-to-wiper pipelines

« Prioritize the detection and blocking of C2 infrastructure and DNS-based backdoors associated with the latest hybrid state-
sponsored and MaaS campaigns.

« Regularly alert employees to high-precision lures involving Regional Air Defense or Military Strategy themes.

« Isolate and restrict direct internet exposure for all PLC and SCADA management interfaces, with a specific focus on securing
Modbus and DNP3 protocols against industrial sabotage.

+ Prioritize immediate remediation of CVE-2024-30088, CVE-2024-24919, CVE-2024-4577, CVE-2026-1731, currently being
weaponized for initial access and to monitor diplomatic communications.

StrikeReady Research is working day and night to find further information and will keep its customers updated as events
regarding this conflict unfold.

STRIC=R=ADY

For More Updates: strikeready.com
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